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QUESTION 1

You have an Azure Active Directory (Azure AD) tenant. 

You open the risk detections report. 

Which risk detection type is classified as a user risk? 

A. password spray 

B. anonymous IP address 

C. malicious IP address 

D. leaked credentials 

Correct Answer: D 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks 

 

QUESTION 2

You have a Microsoft 365 tenant. 

All users have mobile phones and Windows 10 laptops. 

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While
working from the remote locations, the users connect their laptops to a wired network that has internet access. 

You plan to implement multi-factor authentication (MFA). 

Which MFA authentication method can the users use from the remote location? 

A. voice 

B. Windows Hello for Business 

C. email 

D. security questions 

Correct Answer: B  

 

QUESTION 3

You have an Azure Active Directory (Azure AD) tenant that contains a user named User1 and the conditional access
policies shown in the following table. 
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You need to evaluate which policies will be applied to User1 when User1 attempts to sign-in from various IP addresses.
Which feature should you use? 

A. Access reviews 

B. Identity Secure Score 

C. The What If tool 

D. the Microsoft 365 network connectivity test tool 

Correct Answer: C 

 

 

QUESTION 4

You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table. 

The tenant has the authentication methods shown in the following table. 

Which users will sign in to cloud apps by matching a number shown in the app with a number shown on their phone? 

A. User1 only 

B. User2 only 

C. User3 only 
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D. User1 and User2 only 

E. User2 and User3 only 

Correct Answer: A 

 

 

QUESTION 5

You have a Microsoft 365 tenant. 

The Sign-ins activity report shows that an external contractor signed in to the Exchange admin center. 

You need to review access to the Exchange admin center at the end of each month and block sign-ins if required. 

What should you create? 

A. an access package that targets users outside your directory 

B. an access package that targets users in your directory 

C. a group-based access review that targets guest users 

D. an application-based access review that targets guest users 

Correct Answer: C 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview 

 

QUESTION 6

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have an Active Directory forest that syncs to an Azure Active Directory (Azure AD) tenant. 

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure
AD for up to 30 minutes. 

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented
from authenticating to Azure AD. 

Solution: You configure Azure AD Password Protection. 

Does this meet the goal? 
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A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 7

HOTSPOT 

You have a Microsoft 365 tenant. 

You configure a conditional access policy as shown in the Conditional Access policy exhibit. (Click the Conditional
Access policy tab.) 

You view the User administrator role settings as shown in the Role setting details exhibit. (Click the Role setting details
tab.) 
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You view the User administrator role assignments as shown in the Rote assignments exhibit. (Click the Role
assignments lab.) 

For each of the following statement, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct
selection is worth one point. 
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Hot Area: 

Correct Answer:  

 

QUESTION 8

You have a Microsoft 365 tenant. 

All users have mobile phones and Windows 10 laptops. 

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity.

 While working from the remote locations, the users connect their laptops to a wired network that has internet access. 

You plan to implement multi-factor authentication (MFA). 
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Which MFA authentication method can the users use from the remote location? 

A. an app password 

B. voice 

C. Windows Hello for Business 

D. security questions 

Correct Answer: C 

 

 

QUESTION 9

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest. 

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure
AD for up to 30 minutes. 

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented
from authenticating to Azure AD. 

Solution: You configure password writeback. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn 

 

QUESTION 10

You have an Azure Active Directory (Azure AD) tenant that contains cloud-based enterprise apps. 

You need to group related apps into categories in the My Apps portal. 

What should you create? 
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A. tags 

B. collections 

C. naming policies 

D. dynamic groups 

Correct Answer: B 

Reference: https://support.microsoft.com/en-us/account-billing/customize-app-collections-in-the-my-apps-
portal-2dae6b8a-d8b0-4a16-9a5d-71ed4d6a6c1d 

 

QUESTION 11

You have a Microsoft 365 tenant. 

You have an Active Directory domain that syncs to the Azure Active Directory {Azure AD) tenant. 

Users connect to the internet by using a hardware firewall at your company. The users authenticate to the firewall by
using their Active Directory credentials. 

You plan to manage access to external applications by using Azure AD. 

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them. 

What should you use to gather the information? 

A. Cloud App Discovery in Microsoft Defender for Cloud Apps 

B. enterprise applications in Azure AD 

C. access reviews in Azure AD 

D. Application Insights in Azure Monitor 

Correct Answer: A 

 

 

QUESTION 12

You have a Microsoft Exchange organization that uses an SMTP\\' address space of contoso.com. 

Several users use their contoso.com email address for self-service sign up to Azure Active Directory (Azure AD). 

You gain global administrator privileges to the Azure AD tenant that contains the self-signed users. 

You need to prevent the users from creating user accounts in the contoso.com Azure AD tenant for self-service sign-up
to Microsoft 365 services. 

Which PowerShell cmdlet should you run? 
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A. Set-MsolCompanySettings 

B. Set-MsolDomainFederationSettings 

C. Update-MsolfederatedDomain 

D. Set-MsolDomain 

Correct Answer: A 

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/directory-self-service-signup 

 

QUESTION 13

HOTSPOT 

You have an Azure Active Directory (Azure AD) tenant that contains three users named User1, User1, and User3, 

You create a group named Group1. You add User2 and User3 to Group1. 

You configure a role in Azure AD Privileged identity Management (PIM) as shown in the application administrator
exhibit. (Click the application Administrator tab.) 
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Group1 is configured as the approver for the application administrator role. 

You configure User2to be eligible for the application administrator role. 

For User1, you add an assignment to the Application administrator role as shown in the Assignment exhibit. (Click
Assignment tab) 

For each of the following statement, select Yes if the statement is true, Otherwise, select No. NOTE: Each correct
selection is worth one point. 

Hot Area: 

Correct Answer: 
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QUESTION 14

DRAG DROP 

You have a Microsoft 365 E5 subscription that contains two users named User1 and User2. 

You need to ensure that User1 can create access reviews for groups, and that User2 can review the history report for all
the completed access reviews. The solution must use the principle of least privilege. 

Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may
be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content 

NOTE: Each correct selection is worth one point. 

Select and Place: 
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Correct Answer: 

 

 

QUESTION 15

HOTSPOT 

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the objects
shown in the following table. 
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You install Azure AD Connect. You configure the Domain and OU filtering settings as shown in the Domain and OU
Filtering exhibit. (Click the Domain and OU Filtering tab.) You configure the Filter users and devices settings as shown
in the Filter Users and Devices exhibit. (Click the Filter Users and Devices tab.) 
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

Hot Area: 

Correct Answer: 
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