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QUESTION 1
HOTSPOT

Select the answer that correctly completes the sentence.

Hot Area:

Answer Area

Applications registered in Azure Active Directory (Azure AD}E__rzé?ssociated automatically to a

guest account.
managed identity.
service principal.
user account.

Correct Answer:

Answer Area

Applications registered in Azure Active Directory (Azure AD}_;;__rzé"EEsociated automatically to a

guest account.
: managed identity.
[service principal. |
user account.

When you register an application through the Azure portal, an application object and service principal are automatically
created in your home directory or tenant.

Reference: https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal

QUESTION 2
HOTSPOT

Select the answer that correctly completes the sentence.

Hot Area:
Answer Area .
__“_&:-:.‘-
_ .:_-,';.g;enables collaboration with business partners from external
Active Directory Domain Services (AD DS) '"'1" | organizations such as suppliers, partners, and vendors. External
| Active Directory forest trusts - users appear as guest users in the directory.

| Azure Active Directory (Azure AD) business-to-business (B2B) 0
Azure Active Directory business-to-consumer B2C (Azure AD B2C)

Correct Answer:
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Answer Area
]
&%
4 enables collaboration with business partners from external
| Active Directory Domain Services (AD DS) #_'E"*" arganizations such as suppliers, partners, and vendors. External
| Active Directory forest trusts ¥ users appear as guest users in the directory.

[ Azure Active Directory (Azure AD) business-to-business (B2 |
[ Azure Active Directory business-to-consumer B2C (Azure AD B2C)

Reference: https://docs.microsoft.com/en-us/azure/active-directory/external-identities/what-is-b2b

QUESTION 3
HOTSPOT
Select the answer that correctly completes the sentence.

Hot Area:

Answer Area
20,

0
re 4 Gﬁ; + canuse conditional access policies
Azure Active Directory (Azure AD) Privileged Identity Management (PIM) | to control sessions in real time.
‘Azure Defender o
Azure Sentinel 55

. B
Microsof Cloud App Seciy il

Correct Answer:

Answer Area
20,
.w\--"{"':h 4

re 4 & + canuse conditional access policies

‘Azure Active Directory (Azure AD) Privileged Identity Management (PIM) | to control sessions in real ime.
Azure Defender f‘f

Frilain ) &
Microsoft Cloud App Security

Reference: https://docs.microsoft.com/en-us/cloud-app-security/what-is-cloud-app-security

QUESTION 4
DRAG DROP
Match the Azure networking service to the appropriate description.

To answer, drag the appropriate service from the column on the left to its description on the right. Each service may be
used once, more than once, or not at all.

NOTE: Each correct match is worth one point.
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Select and Place:

Services Answer Area
Azure Bastion 5% Provides Network Address Translation (NAT) services
Azure Firewall = ,'.“'k
Pt P
< g Provides secure and seamless Remaote Desktop
Network security group (NSG) . connectivity to Azure virtual machines
% Provides traffic filtering that can be applied to specific
nétwork interfaces on a virtual network
Correct Answer:
Services Answer Area
Azure Firewall o 1 Provides Network Address Translation (NAT) services
Azure Bastion 'Y Provides secure and seamless Remote Desktop
et conneClivity 1o Azure virtual machines
Lo
N{"t‘-‘.‘ﬂl’i?’“\;:ﬂﬂ‘j’ group (NSG) Provides traffic filtering that can be applied to specific

network interfaces on a virtual network

Box 1: Azure Firewall
Azure Firewall provide Source Network Address Translation and Destination Network Address Translation.
Box 2: Azure Bastion

Azure Bastion provides secure and seamless RDP/SSH connectivity to your virtual machines directly from the Azure
portal over TLS.

Box 3: Network security group (NSG)

You can use an Azure network security group to filter network traffic to and from Azure resources in an Azure virtual
network.

Reference:
https://docs.microsoft.com/en-us/azure/networking/fundamentals/networking-overview
https://docs.microsoft.com/en-us/azure/bastion/bastion-overview
https://docs.microsoft.com/en-us/azure/firewall/features

https://docs.microsoft.com/en-us/azure/virtual-network/network-security-groups-overview

QUESTION 5
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
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NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Statements : Yes No
Sensitivity labels can be used to encrypt .d_m:_mﬁénts. O )
Sensitivity labels can add headersﬂ-apt.i 'fo;::ters todocuments. O O
Sensitivity labels can apply watermarks to emails. @) O
Correct Answer:
Answer Area
Statements : Yes No
Sensitivity labels can be used to encrypt .d_og-:_mﬁénts. Ke) )
Sensitivity labels can add headersﬂ-ap’c.i 'fo;::ters to documents. | O O
Sensitivity labels can apply watermarks to emails. Ke) O
Box 1: Yes

You can use sensitivity labels to provide protection settings that include encryption of emails and documents to prevent
unauthorized people from accessing this data.

Box 2: Yes

You can use sensitivity labels to mark the content when you use Office apps, by adding watermarks, headers, or footers
to documents that have the label applied.

Box 3: Yes

You can use sensitivity labels to mark the content when you use Office apps, by adding headers, or footers to email that
have the label applied.

Reference:
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https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

QUESTION 6

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:

Statements

In software as a service (Saas), applying service pacl-:s to appl:catlcns is the
responsibility of the organization.

In infrastructure as a service (laaS), managmg‘the physical network is the
responsibility of the cloud provider.

In all Azure cloud deployment types, ﬁ‘ianaging the security of information
and data is the responsibility of the organization.

Correct Answer:

Statements

In software as a service (Saas), applying service pacl-rs to appl:catmns is the
responsibility of the organization.

In infrastructure as a service (laas), managmg‘the physical network is the
responsibility of the cloud provider.

In all Azure cloud deployment types, rhanaging the security of information
and data is the responsibility of the organization.

QUESTION 7

Yes

Yes

No

No

Which Microsoft 365 compliance center feature can you use to identify all the documents on a Microsoft SharePoint

Online site that contain a specific key word?
A. Audit

B. Compliance Manager
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C. Content Search

D. Alerts

Correct Answer: C

The Content Search tool in the Security and Compliance Center can be used to quickly find email in Exchange
mailboxes, documents in SharePoint sites and OneDrive locations, and instant messaging conversations in Skype for

Business.

The first step is to starting using the Content Search tool to choose content locations to search and configure a keyword
query to search for specific items.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/search-for-content?view=0365-worldwide

QUESTION 8
HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:
Statements & Yes No
All Azure Active Directory (Azure AD) license editions include the same features. o) O
You can manage an Azure Active Directory (AzuredAD) tenant by using the Azure portal. O O
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant. O O
Correct Answer:
Statements o Yes No
All Azure Active Directory (Azure AD) license editions includ_é-%ﬁé same features, O |O
You can manage an Azure Active Directory (Azure#D) tenant by using the Azure portal. | O
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant. o O
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QUESTION 9
HOTSPOT
Select the answer that correctly completes the sentence.

Hot Area:

Answer Area

4 . : .
» provides benchmark recommendations and guidance for protecting Azure services.
-
|Azure Application Insights f
| Azure Network Watcher
Log Analytics workspaces
Security baselines for Azure

Correct Answer:

Answer Area

& " ; ,
» provides benchmark recommendations and guidance for protecting Azure services.
-
|Azure Application Insights fiF
ﬁ.zure Network Watcher
'Log Analytics workspaces
| Security baselines for Azure |

Reference: https://docs.microsoft.com/en-us/security/benchmark/azure/baselines/cloud-services-security-baseline

QUESTION 10
HOTSPOT
Select the answer that correctly completes the sentence.

Hot Area:

Answer Area

w isused tOJdémlfy hold, and export electronic
Customer Lockbox mfnr,maﬁcm that might be used in an investigation.
Data loss prevention (DLP)
eDiscovery

‘A resource lock

Correct Answer:
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Answer Area
v isused tﬂjﬁéﬁtif}', hold, and export electronic
Customer Lockbox informafion that might be used in an investigation.
Data loss prevention (DLP) |
EDERG. 3
A resource lock V7

Reference: https://docs.microsoft.com/en-us/azure/security/fundamentals/customer-lockbox-overview

QUESTION 11
HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Statements Yes No
Compliance Manager tracks only cust&mggjﬁﬁﬁéged controls. | Q O
Compliance Manager provides pr&ﬁeﬁ ned templates for O O
creating assessments. _:---_;~__~:5'5j=.
Compliance Manager can help "ynu asses whether data O 0

adheres to specific data protection standards.

Correct Answer:
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Answer Area

Statements <\ Yes No
Compliance Manager tracks only cust{}mggjﬁéiﬁéged controls.  © | O
Compliance Manager provides predeﬂ ned templates for QO | D)
creating assessments.
Compliance Manager can hel-p "yrnu asses whether data | @] 9

adheres to specific data protection standards.
Box 1: No Compliance Manager tracks Microsoft managed controls, customer-managed controls, and shared controls.
Box 2: Yes

Box 3: Yes Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-
manager?view=0365-worldwide

QUESTION 12
HOTSPOT

Select the answer that correctly completes the sentence.

Hot Area:
Answer Area
Federation is used to establish 0 w between organizations.
multi-factor aufhentlcatmn (MFA)
a trust I&Htl onship
usenaé(.fw unt synchronization
a'/PN connection

Correct Answer:
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Answer Area

e gl

Federation is used to establish w between organizations.
multi-factor asthentication (MFA)
a trust nship

useraccount synchronization

a VPN connection

Federation is a collection of domains that have established trust.

Reference: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-fed

QUESTION 13

Which Microsoft 365 feature can you use to restrict communication and the sharing of information between members of
two departments at your organization?

A. sensitivity label policies

B. Customer Lockbox

C. information batteries

D. Privileged Access Management (PAM)
Correct Answer: C

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/information-barriers
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