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QUESTION 1
Your company has an Azure subscription that includes a Recovery Services vault.

You want to use Azure Backup to schedule a backup of your company\\'s virtual machines (VMs) to the Recovery
Services vault.

Which of the following VMs can you back up? Choose all that apply.

A. VMs that run Windows 10.

B. VMs that run Windows Server 2012 or higher.

C. VMs that have NOT been shut down.

D. VMs that run Debian 8.2+.

E. VMs that have been shut down.

Correct Answer: ABCDE

Azure Backup supports backup of 64-bit Windows server operating system from Windows Server 2008.
Azure Backup supports backup of 64-bit Windows 10 operating system.

Azure Backup supports backup of 64-bit Debian operating system from Debian 7.9+.
Azure Backup supports backup of VM that are shutdown or offline.

Reference:
https://docs.microsoft.com/en-us/azure/backup/backup-support-matrix-iaas

https://docs.microsoft.com/en-us/azure/virtual-machines/linux/endorsed-distros

QUESTION 2

You have an on-premises network that contains a Hyper-V host named Host1. Hostl runs Windows Server 2016 and
hosts 10 virtual machines that run Windows Server 2016.

You plan to replicate the virtual machines to Azure by using Azure Site Recovery.
You create a Recovery Services vault named ASR1 and a Hyper-V site named Sitel.
You need to add Host1 to ASR1.

What should you do?

A. Download the installation file for the Azure Site Recovery Provider. Download the vault registration key. Install the
Azure Site Recovery Provider on Hostl and register the server.

B. Download the installation file for the Azure Site Recovery Provider. Download the storage account key. Install the
Azure Site Recovery Provider on Hostl and register the server.
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C. Download the installation file for the Azure Site Recovery Provider. Download the vault registration key. Install the
Azure Site Recovery Provider on each virtual machine and register the virtual machines.

D. Download the installation file for the Azure Site Recovery Provider. Download the storage account key. Install the
Azure Site Recovery Provider on each virtual machine and register the virtual machines.

Correct Answer: A

Below are the steps you need to perform in this scenario. Refer the link mentioned in the reference section.

Download the installation file for the Azure Site Recovery Provider To set up the source environment, you create a
Hyper-V site and add to that site the Hyper-V hosts containing VMs that you want to replicate. Then, you download and

install

the Azure Site Recovery Provider and the Azure Recovery Services agent on each host, and register the Hyper-V site in
the vault.

These are long running tasks done on-premises, + Hyper-V Site | + Hyper-V Server

v Step 1: Select Hyper-V site

1 Protection geal .J-
Hyper-V VMs to Azure * Hyper-V Site
ContosoHypefVSite W
2 Deployment planning Vv
| will do it later -» Sfep 2: Ensure Hyper-V servers are added

: ? 0 Found... Click on +Hyper-V
3 SoiLiree ) j[ s server in top command bar to
P e © b 4 add a Hyper-V server to the site,
repare & O’ N, : :
o N - This may take approximately 15
¢ 1S Z-_ s min to 30 min.

Download the vault registration key

Download the Vault registration key. You need this when you install the Provider. The key is valid for five days after you
generate it.
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Adding Hyper-V server may take .
mindtes to 30 minutes

Register your Hyper-V host(s)
On-premises

1. Make sure the host is runpipg Witidows
Server 2012 R2 or aboye 1€8tn more.

2 Configure Pr:;ncjr..s;ﬂ?ng and ensure each
host can ateass fhe Service URLs

3 DDwnTﬁid the installer for the Microsoft
‘Azure Site Recovery Provider.

4, Download the vault registration key to
register the host in a Hyper-V site
antozaHuparySite "

3. Install the Provider on the Hyper-V host and
use the registration key to register the host
in the vault. Learn more,

Install the Azure Site Recovery Provider on Host1.

Install the downloaded setup file (AzureSiteRecoveryProvider.exe) on each Hyper-V host that you want to add to the
Hyper-V site. Setup installs the Azure Site Recovery Provider and Recovery Services agent on each Hyper-V host.

Register the server
In Registration, after the server is registered in the vault, select Finish.
References:

https://docs.microsoft.com/en-us/azure/site-recovery/hyper-v-azure-tutorial
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You attempt to reconfigure VM1 to use a larger size. The operation fails and you receive an allocation failure message.

You need to ensure that the resize operation succeeds. Which three actions should you perform in sequence? To
answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Select and Place:

Actions

Start W1, VM2, ared VM3,

Stop VM1, ¥M2, and vM3,

Start VM2 and VM3,

Fesize Vi1,

Stop YMZ and VM3,

Strat W1,

Correct Answer:

Actions

Start VM2 and VM3,

Stop YM2 and YM3,

Strat W1,

e, g

Answer Area

E

Answer Area

Stop VML, 1R, and M3

Reside VAT,

gy

i
CBtart yM1, VM2, and YM3,

®
O,
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Action 1: Stop VM1, VM2 and VM3 If the VM you wish to resize is part of an availability set, then you must stop all VMs
in the availability set before changing the size of any VM in the availability set. The reason all VMs in the availability set
must be stopped before performing the resize operation to a size that requires different hardware is that all running VMs
in the availability set must be using the same physical hardware cluster. Therefore, if a change of physical hardware
cluster is required to change the VM size then all VMs must be first stopped and then restarted one-by-one to a different
physical hardware clusters. Action 2: Resize VM1 Action 3: Start VM1, VM2, and VM3

References: https://azure.microsoft.com/es-es/blog/resize-virtual-machines/

QUESTION 4
You have an app named Appl that runs on an Azure web app named webappl.
The developers at your company upload an update of Appl to a Git repository named Git1.

Webappl has the deployment slots shown in the following table.

Name & Function
webapp1-prod Production
webapp1-test Staging

You need to ensure that the Appl update is tested before the update is made available to users.

Which two actions should you perform? Each correct answer presents part of the solution.

A. Stop webappl prod.

B. Stop webappl-test

C. Deploy the Appl update to webappl-test, and then test the update.

D. Deploy the Appl update to webappl-prod, and then test the update.

E. Swap the slots.

Correct Answer: CE

You can validate web app changes in a staging deployment slot before swapping it with the production slot. Deploying
an app to a slot first and swapping it into production makes sure that all instances of the slot are warmed up before
being swapped into production. This eliminates downtime when you deploy your app. The traffic redirection is seamless,
and no requests are dropped because of swap operations. You can automate this entire workflow by configuring auto
swap when pre-swap validation isn\\'t needed. After the swap you can deploy the Appl update to webappl-test, and
then test the update. If the changes swapped into the production slot aren\\'t as per your expectation then you can

perform the same swap immediately to get your "last known good site" back. Reference: https://docs.microsoft.com/en-
us/azure/app-service/deploy-staging-slots

QUESTION 5
HOTSPOT

You have an Azure subscription that contains the resources shown in the following table:
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Name Type _+Resource group Tag
RG6 Resource group Neot applicable None
WVNETI1 Virtual network RG6 Department: D1

You assign a policy to RG6 as shown in the following table:

Section Setting Value
Scope Scope Subscriptionl /RG6
Exclusions : None
Basics Policy definition - | Apply tag and its default value
Assignment name Apply tag and its default value
Parameters | Tag name Label
Tag value Valuel

To RG6, you apply the tag: RGroup: RG6.

You deploy a virtual network named VNET2 to RG6.

Which tags apply to VNET1 and VNET2? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

VNET1:

VNET2:

Correct Answer:

AZ-104 PDF Dumps | AZ-104 VCE Dumps | AZ-104 Exam Questions

MNone

Department..D1 only
Department: D1, and RGroup: RGEG only

Jonl i, o

Departiment: D1, RGroup: RG6, and Label: Value1

.l
4

&

v

|None

RGroup: RG6 only

Label: Value1 only

RGroup: RGB, and Label: Value1
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Answer Area

VNET1: 0° v

Mome: .

Department. D1 ﬂ"]}"

Depaﬂment Ij‘I and RGroup: RG6 only
Depaftment D1, and Label: Valuel only

Department: D1, RGroup: RG6, and Label: Value1

Il‘l\-\__‘ ..-\

VNET2Z2: v
MNone

RGroup: RG6 only

Label: Value1 only

RGroup: RG6G, and Label: Value1

VNET1: Department: D1, and Label:Valuel only.
Tags applied to the resource group or subscription are not inherited by the resources.

Note: Azure Policy allows you to use either built-in or custom-defined policy definitions and assign them to either a
specific resource group or across a whole Azure subscription.

VNET2: Label:Valuel only.

Incorrect Answers:

RGROUP: RG6

Tags applied to the resource group or subscription are not inherited by the resources.
Reference:

https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/tag-policies

QUESTION 6

You need to prepare the environment to meet the authentication requirements. Which two actions should you perform?
Each correct answer presents part of the solution. NOTE Each correct selection is worth one point.

A. Azure Active Directory (AD) Identity Protection and an Azure policy
B. a Recovery Services vault and a backup policy
C. an Azure Key Vault and an access policy

D. an Azure Storage account and an access policy
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Correct Answer: BD

D: Seamless SSO works with any method of cloud authentication - Password Hash Synchronization or Pass-through
Authentication, and can be enabled via Azure AD Connect.

B: You can gradually roll out Seamless SSO to your users. You start by adding the following Azure AD URL to all or
selected users\\' Intranet zone settings by using Group Policy in Active Directory:

https://autologon.microsoftazuread-sso.com Incorrect Answers:

A: Seamless SSO needs the user\\'s device to be domain-joined, but doesn\\'t need for the device to be Azure AD
Joined.

C: Azure AD connect does not port 8080. It uses port 443.

E: Seamless SSO is not applicable to Active Directory Federation Services (ADFS). Scenario: Users in the Miami office
must use Azure Active Directory Seamless Single Sign-on (Azure AD Seamless SSO) when accessing resources in

Azure.
Planned Azure AD Infrastructure include: The on-premises Active Directory domain will be synchronized to Azure AD.

References: https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory- aadconnect-sso-quick-
start

QUESTION 7

You have an Azure subscription that contains a web app named webappl. You need to add a custom domain named
www.contoso.com to webappl. What should you do first?

A. Upload a certificate.

B. Add a connection string.

C. Stop webappl.

D. Create a DNS record.

Correct Answer: D

You can use either a CNAME record or an A record to map a custom DNS name to App Service.

Reference: https://docs.microsoft.com/en-us/Azure/app-service/app-service-web-tutorial-custom-domain

QUESTION 8

You have an Azure subscription that contains the resources in the following table.

Hame o Type
RG1 Resglrce groLp
Store Azure Storage account
Sync Azure File Sync
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Storel contains a file share named data. Data contains 5,000 files.

You need to synchronize the files in the file share named data to an on-premises server named Serverl.
Which three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Download an automation script.

B. Create a container instance.

C. Create a sync group.

D. Register Serverl.

E. Install the Azure File Sync agent on Serverl.

Correct Answer: CDE

Step 1 (E): Install the Azure File Sync agent on Serverl The Azure File Sync agent is a downloadable package that
enables Windows Server to be synced with an Azure file share

Step 2 (D): Register Serverl.
Register Windows Server with Storage Sync Service

Registering your Windows Server with a Storage Sync Service establishes a trust relationship between your server (or
cluster) and the Storage Sync Service.

Step 3 (C): Create a sync group and a cloud endpoint.

A sync group defines the sync topology for a set of files. Endpoints within a sync group are kept in sync with each other.
A sync group must contain one cloud endpoint, which represents an Azure file share and one or more server
endpoints.A

server endpoint represents a path on registered server.

References:

https://docs.microsoft.com/en-us/azure/storage/files/storage-sync-files-deployment-guide

QUESTION 9
HOTSPOT

You have an Azure virtual network named VNetl that connects to your on-premises network by using a site-to-site VPN.
VNetl contains one subnet named Sunetl.

Subnetl is associated to a network security group (NSG) named NSG1. Subnetl contains a basic internal load balancer
named ILB1. ILB1 has three Azure virtual machines in the backend pool.

You need to collect data about the IP addresses that connects to ILB1. You must be able to run interactive queries from
the Azure portal against the collected data.
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What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Resource to create: v
| An ﬂgure Event Grid
AnAzure Log Analytics workspace
*An Azure Storage account
Resource on which to enable diagnostics: v
ILB1
NSG1

The Azure virtual machines

Correct Answer:

Resource to create: v

An A:_{ure Event Grid
A@ﬁiure Log Analytics wurkspace
'An Azure Storage account

Resource on which to enable diagnostics: v

ILB1
NSG1
The Azure virtual machines

Box 1: An Azure Log Analytics workspace In the Azure portal you can set up a Log Analytics workspace, which is a
unigue Log Analytics environment with its own data repository, data sources, and solutions

Box 2: ILB1

Reference: https://docs.microsoft.com/en-us/azure/log-analytics/log-analytics-quick-create-workspace
https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-standard-diagnostics

QUESTION 10

You plan to automate the deployment of a virtual machine scale set that uses the Windows Server 2016 Datacenter
image.
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You need to ensure that when the scale set virtual machines are provisioned, they have web server components
installed.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Modify the extensionProfile section of the Azure Resource Manager template.

B. Create a new virtual machine scale set in the Azure portal.

C. Create an Azure policy.

D. Create an automation account.

E. Upload a configuration script.

Correct Answer: AB

Virtual Machine Scale Sets can be used with the Azure Desired State Configuration (DSC) extension handler. Virtual
machine scale sets provide a way to deploy and manage large numbers of virtual machines, and can elastically scale in
and out in response to load. DSC is used to configure the VMs as they come online so they are running the production

software.

References: https://docs.microsoft.com/en-us/azure/virtual-machine-scale-sets/virtual-machine-scale-sets-dsc

QUESTION 11

Your company has a Microsoft Azure subscription.

The company has datacenters in Los Angeles and New York.
You are configuring the two datacenters as geo-clustered sites for site resiliency.
You need to recommend an Azure storage redundancy option.
You have the following data storage requirements:

1.

Data must be stored on multiple nodes.

2.

Data must be stored on nodes in separate geographic locations.
3.

Data can be read from the secondary location as well as from the primary location Which of the following Azure stored
redundancy options should you recommend?

A. Geo-redundant storage

B. Read-only geo-redundant storage
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C. Zone-redundant storage

D. Locally redundant storage

Correct Answer: B

RA-GRS allows you to have higher read availability for your storage account by providing "read only" access to the data
replicated to the secondary location. Once you enable this feature, the secondary location may be used to achieve
higher availability in the event the data is not available in the primary region. This is an "opt-in" feature which requires

the storage account be geo-replicated.

Reference: https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy

QUESTION 12

You have an Azure virtual machine named VM1 that you use for testing. VM1 is protected by Azure Backup.

You delete VML1.

You need to remove the backup data stored for VM1. What should you do first?

A. Modify the backup policy.

B. Delete the Recovery Services vault.

C. Stop the backup.

D. Delete the storage account.

Correct Answer: C

Azure Backup provides backup for virtual machines -- created through both the classic deployment model and the Azure
Resource Manager deployment model -- by using custom-defined backup policies in a Recovery Services vault. With
the

release of backup policy management, customers can manage backup policies and model them to meet their changing
requirements from a single window. Customers can edit a policy, associate more virtual machines to a policy, and
delete

unnecessary policies to meet their compliance requirements.

Incorrect Answers:

You can\\'t delete a Recovery Services vault if it is registered to a server and holds backup data. If you try to delete a
vault, but can\\'t, the vault is still configured to receive backup data.

References:

https://azure.microsoft.com/en-in/updates/azure-vm-backup-policy-management/

QUESTION 13

You have two Azure Active Directory (Azure AD) tenants named contoso.com and fabrikam.com.
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You have a Microsoft account that you use to sign in to both tenants.
You need to configure the default sign-in tenant for the Azure portal.
What should you do?

A. From the Azure portal, configure the portal settings.

B. From the Azure portal, change the directory.

C. From Azure Cloud Shell, run Set-AzureRmContext.

D. From Azure Cloud Shell, run Set-AzureRmSubscription.

Correct Answer: B

The Set-AzureRmContext cmdlet sets authentication information for cmdlets that you run in the current session. The
context includes tenant, subscription, and environment information.

References: https://docs.microsoft.com/en-us/powershell/module/azurerm.profile/set-azurermcontext
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