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QUESTION 1
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint.

When users attempt to access the portal of a partner company, they receive the message shown in the following
exhibit.

This website is blocked by your
organization. Contact your
administrator for more information.

Hosted by www.contoso.com

Microsoft Defender SmartScreen

You need to enable user access to the partner company\\'s portal. Which Microsoft Defender for Endpoint setting should
you modify?

A. Alert notifications
B. Alert suppression
C. Custom detections
D. Advanced hunting
E. Indicators

Correct Answer: E
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This website is blocked by your
organization. Contact your
administrator for more information.

Hosted by twitter.com

This Website Is Blocked By Your Organization
Custom indicators will block malicious IPs, URLs, and domains. Then, they will display the above message for the user.
Reference:

https://jadexstrategic.com/web-protection/

QUESTION 2
HOTSPOT

Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint contains the device groups
shown in the following table.
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Rank Device group Member

1 Group1 Name starts with Comp

2 Group2 Name starts with Comp And
OS In Windows 10

3 Group3 OS In Windows Server 2016

Last | Ungrouped devices {default) Not applicable

You onboard computers to Microsoft Defender for Endpoint as shown in the following table.

Computer1 | Windows 10

Computer2 | Windows Server 2016

Of which groups are Computer! and Computed members? To answer, select the appropriate options in The answer

area. NOTE: Each correct selection is worth one point.

Hot Area:

Computer1:

GroupZ2 only
Group1 and Group2
| Ungrouped devices

Computer2: | Group1 on

Group3 only
Group1 and Group3

Correct Answer:
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Computer1:

Group2 only
Group1 and Group2 ]
Ungrouped devices [

Computer2: | Group1 onl

Group3 only
Group1 and Group3

QUESTION 3
You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

You notice that it takes several days to notify email recipients when an incoming email message is marked as spam,
and then quarantined.

You need to ensure that the email recipients are notified within 24 hours.
What should you do?

A. Modify the default inbound anti-spam policy.

B. Modify the DefaultFullAccessPolicy quarantine policy.

C. Add a custom quarantine policy.

D. Modify the global settings for quarantine policies.

Correct Answer: D

Quarantine policy, Global Settings (Defender portal -> Email and Collaboration -> Policies and rules -> Threat policies
-> Quarantine policy). Change \\'Send end-user spam notifications\\' to Daily.

QUESTION 4
DRAG DROP
Your company purchases a cloud app named Appl.

You need to ensure that you can use Microsoft Cloud App Security to block downloads in Appl. Appl supports session
controls.
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Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order.

Select and Place:

Actions Answer Area

Deploy Azure Active Directory
(Azure AD) Application Proxy.

From the Cloud App Security admin
center, add an app connector.

Signinto App1. ©
Create a conditional access policy. @

From the Azure Active Directory admin
center, configure the Diagnostic settings.

©O

From the Azure Active Directory admin
center, add an app registration for App1.

Correct Answer:
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Actions ANswer Area
Dep]éy Azure Acti#e Directory . From the Cloud App Security admin
(Azure AD) Application Proxy. center, add an app connector.

Create a conditional access policy.

Signinto App1.

OB
QIS

From the Azure Active Directory admin
center, configure the Diagnostic settings.

From the Azure Active Directory admin
center, add an app registration for App1.

QUESTION 5

You have a Microsoft 365 subscription.

You discover that some external users accessed center for a Microsoft SharePoint site.

You modify the sharePoint sharing policy to prevent sharing, outside your organization.

You need to be notified if the SharePoint sharing policy is modified in the future.

Solution: From the Security $ Compliance admin center you create a threat management policy.
Does this meet the goal?

A. Yes

B. No

Correct Answer: B

QUESTION 6
HOTSPOT

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel. Site! contains the files
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shown in the following table.

Name | Number of IP addresses in the file

Filel |2
File2 | 3
You have a data loss prevention (DLP) policy named DLP1 that has the advanced DLP rules shown in the following
table.
Name Content contains Policy tip | If there is a match, stop | Priority
processing
Rule1 | 3 or more IP addresses | Tip1 No 0
Rule2 | 1 or more IP addresses | Tip2 Yes 1
Rule3 | 2 or more IP addresses | Tip3 No 2
You apply DLP1 to Sitel.
Which policy tip is displayed for each file? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Hot Area:
File1:
Tip3 only
Tip2 and Tip3
File2: Tip1 and Tip2 only o
Tip1 only
Tip3 only
Tip1 and Tip2 only
Tip1, Tip2, and Tip3
Correct Answer:
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File1:
Tip3 only
Tip2 and Tip3
File2: TiplandTip2only | ¥
Tip1 only
Tip3 only
[ip1 and Tip2 only
Tip1, Tip2, and Tip3
QUESTION 7
HOTSPOT

Your company has a Azure AD tenant named comoso.onmicrosoft.com that contains the users shown in the following
table.

Name Role
User1 Password Administrator
User2 Security Administrator
User3 User Administrator
User4 None

You need to identify which users can perform the following administrative tasks:

Reset the password of User4.

Modify the value for the manager attribute of User4.

Which users should you identify for each task? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Latest MS-102 Dumps | MS-102 Study Guide | MS-102 Braindumps 9/21


https://www.leads4pass.com/ms-102.html
https://www.leads4pass.com/ms-102.html
https://www.leads4pass.com/ms-102.html

Leads4Pass

Reset the password of Userd:

https://lwww.leads4pass.com/ms-102.html

2024 Latest leads4pass MS-102 PDF and VCE dumps Download

Usear1 and User3 only v

| User1 only
User2 only

User1 and User2 only

User1 and User3 only

User1, User2, and User3

Modify the value for the manager attribute of User4: | User3 only

Correct Answer:

Reset the password of Userd:

User2 only

User1 and User2 only
User2 and User3 only

User1, User2, and User3

Usar1 and Userd only »

| User1 only
User2 only

User1 and User2 only
r1 and User3

User1, User2, and User3

ERL

Modify the value for the manager attribute of User4: | User3 only

QUESTION 8

HOTSPOT

User2 only

User1 and User2 only
User2 and User3 only

User1, User2, and User3

You have a Microsoft 365 Enterprise E5 subscription.

You add a cloud-based app named Appl to the Azure AD enterprise applications list.

You need to ensure that two-step verification is enforced for all user accounts the next time they connect to App1.

Which three settings should you configure from the policy? To answer, select the appropriate settings in the answer
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area.

NOTE: Each correct selection is worth one point.

Hot Area:

New -

Conditional Access policy

Control access based on Conditional Access
poicy 10 bring Signals t1ogether, 10 make
decisions, and enforce organizational policies.
Leam more

Name *

App1 policy

#
W

Assignments

or workload identities (3
Al users

Cloud apps or achons ()

No cloed apps, actions, or authentication
| contexls selected

Iconditions ©
0 conditions selected

Access controls

Gramt @)

0 controls selected

Session G
0 controds celectad

Enable polcy

On Off

Control access based on whe the pclicy will
apply 10, such a5 users and aroups, workioad
identities, direclory roles, or externa guests.
Learnm more

What does this policy apply 107

| Users and groups

v |

Includa Excluda

O none

@ All users
O Select users and groups

A\ Don‘tlock yourself sut! This policy will
affect all of your users. We recommend

spplying » palicy toa tmall et of ueers
first to venfy it behaves az expecied.
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Correct Answer:

New -

Conditional Access policy

Control access based on Conditional Access
poicy 10 bring Signals t1ogether, 10 make
decisions, and enforce organizational policies.
Leam more

Narme ™
apg1 policy |

Assignments

or workload identities (3
Al users

Control access based on whe the pclicy will
apply 10, such a5 users and aroups, workioad
identities, direclory roles, or externa guests.
Learnm more

What does this policy apply 107

| Users and groups

v |

Cloud apps or actions (1)
No doud apps actions, or authentication

Iconditions ©
0 conditions selected

Access controls

Grant @
0 controls selected

Session G
0 controds celectad

Enable policy

e - - H

QUESTION 9

Includa Excluda

O none

@ All users
O Select users and groups

A\ Don‘tlock yourself sut! This policy will
affect all of your users. We recommend

spplying » palicy toa tmall et of ueers
first to venfy it behaves az expecied.
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HOTSPOT

Your company has a Microsoft 365 E5 subscription.
You need to perform the following tasks:

View the Adoption Score of the company.

Create a new service request to Microsoft.

Which two options should you use in the Microsoft 365 admin center? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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[ ® settings v |
[ 2 sews
| &2 Reponts v

|@Hﬁlllh vl

Correct Answer:
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QUESTION 10
HOTSPOT

You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

Latest MS-102 Dumps | MS-102 Study Guide | MS-102 Braindumps 15/21


https://www.leads4pass.com/ms-102.html
https://www.leads4pass.com/ms-102.html
https://www.leads4pass.com/ms-102.html

https://lwww.leads4pass.com/ms-102.html
2024 Latest leads4pass MS-102 PDF and VCE dumps Download

Name Member of
Usert UserGroupl
User? UserGroup?
Usera UserGroup3

The tenant contains the devices shown in the following table.

Name Owner | Installed apps Platform Microsoft Intune
Devicel Usert None Windows 10 | Enrolled
Device? User2 App2 Android Not enrolled
Device3 Userd None 105 Not enrolled

You have the apps shown in the following table.

Name Type
App1 105 store app
App2 Android store app
App3 Microsoft store app

You plan to use Microsoft Endpoint Manager to manage the apps for the users.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:
Statements Yes No
App1 can be assigned as a required install for User3. O O
App2 can be uninstalled from Device2 by using Microsoft Endpoint Manager. O O
App3 can be installed automatically for UserGroup1. O O

Correct Answer:
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Statements Yes

App1 can be assigned as a required install for User3. O
App2 can be uninstalled from Device2 by using Microsoft Endpoint Manager. O

App3 can be installed automatically for UserGroup1. | O

QUESTION 11
HOTSPOT
You have a Microsoft 365 tenant.

You plan to create a retention policy as shown in the following exhibit.

Information governance > Create retention policy

@ wnName N . .
| Review and finish

@ Locations It might take up to one day to apply this policy to the locations you selected.
Policy name
contoso

@ Retention settings Edit

@ Finish Description
Edit

Locations to apply the policy
[Exchange email (All Recipients)
SharePoint sites (All Sites)
OneDrive accounts (All Accounts)
Microsaft 365 Groups (All Groups)

Edit

Retention settings

Delete items at end of retention period

Delete itemns that are older than 7 years based on when they were created
Edit

£\ Items that are currently older than 7 years will be deleted after you tum on this policy. This is especially important to note for locations scoped to 'All

sources (for example, "All Teams chats’) because all matching items in those locations across your organization will be permanently deleted.

v

No

[e;
0

O

Cancel

Use the drop-down menus to select the answer choice that completes each statement based on the information

presented in the graphic. NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Microsoft SharePoint files that are affected by the policy will & -

b [answer choice]. § recoverable for up to seven years

deleted seven years after they were created

retained for only seven years from when they were created

Once the policy is created, [answer choloe]. | some data may be deleted immediately

data will be retained for a minimum of seven years

users will be prevented from permanently deleting email messages for seven years

Correct Answer:

Answer Area

Microsoft SharePoint files that are affected by the policy wall i ot

be [answer choice]. § recoverable for up to seven years

deleted seven years after they were created

retained for only seven years from when they were created

Once the policy is created, [arnswer cholee]. | some data may be deleted immediately

data will be retained for a minimum of seven years

users will be prevented from permanently deleting email messages for Seven years

QUESTION 12
You have a Microsoft 365 E5 subscription.

Users have Android or iOS devices and access Microsoft 365 resources from computers that run Windows 11 or
MacOS.

You need to implement passwordless authentication. The solution must support all the devices.
Which authentication method should you use?

A. Windows Hello

B. FIDO2 compliant security keys

C. Microsoft Authenticator app

Correct Answer: C

QUESTION 13
HOTSPOT
You have a Microsoft 365 subscription.

From the Microsoft 365 admin center, you open the Microsoft 365 Apps usage report as shown in the following exhibit.
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Username O Last activation date (UTC) Last activity date (UTC) 08 Choose columns

431B8D0OD1DOSDBTTFDC4416
2F2747649D41508686307383
659213COE1D99EAIASADSED Wednesday, August 3, 2022

FE185622F642B0381DB633EC

988D39ED225FCBOFF2A5684

You need ensure that the report meets the following requirements:
The Username column must display the actual name of each user.
Usage of the Microsoft Teams mobile app must be displayed.

What should you modify for each requirement? To answer, select the appropriate options in the answer area. NOTE:
Each correct selection is worth one point.

Hot Area:

The Userame column must display the actual name of each User:  p..otc in Org settings -

Privacy profile in Org settings

Reports in Org settings

The membership of the Reports Reader role

Usage of the Teams mobile app must be displayed: | Microsoft Teams in Org settings

Microsoft Teams in € g settings

The columns in the report
The Teams license assignment

Correct Answer:

The Userame column must display the actual name of each USer:  pasorte in Org settings -

Privacy profile in Org settings

The membership of the Reports Reader role

Usage of the Teams mobile app must be displayed: | Microsoft Teams in Org settings

Microsoft Teams in ( Irg settings
The columns in the report |
The Teams license assignment |

QUESTION 14
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HOTSPOT
You have a Microsoft 365 E5 tenant.

You need to ensure that administrators are notified when a user receives an email message that contains malware. The
solution must use the principle of least privilege.

Which type of policy should you create and which Microsoft 365 compliance center role is required to create the pokey?
To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Policy Type

Adery
Threa
L omphance

s anline

SECUNTY Agministrator
Organdzation Configuration
Communicabon Comphance Adimin

Correct Answer:

Policy Dy

Alery
Threat
(| Ll"‘!]_:lld i

Securtly Administrator
Crgararation Configuranon
Lommumicaton Lomphance Admin

QUESTION 15

You have a Microsoft 365 E5 subscription.

You onboard all devices to Microsoft Defender for Endpoint

You need to use Defender for Endpoint to block access to a malicious website at www.contoso.com.
Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct answer is worth one point.

A. Create a web content filtering policy.
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B. Configure an enforcement scope.
C. Enable Custom network indicators.
D. Create an indicator.

E. Enable automated investigation.

Correct Answer: CD
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