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QUESTION 1
HOTSPOT

Your company uses Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP). Microsoft Defender ATP
includes the machine groups shown in the following table.

Rank Name Members
1 Group1 Tag Equals demo And OS{In Windows 1@
2 Group?2 Tag Equals demo
3 Group3 Domain Equals___a_:l&fﬂm.cnm
4 Group4 Domain Equgﬁ 'Iadatum.cnm And 05 In Windows 1@
5 Group5 Name stafte with COMP
Last {Udr;?;'zl:.g:ed Ll Not applicable

You onboard a computer to Microsoft Defender ATP as shown in the following exhibit.

E computer

Actions ~~

Domain: adatum,eami’)
0% Windc:wﬁﬁ;@.—'bi: (Build 17134)
Machine P égﬁ;esses >

]

What is the effect of the Microsoft Defender ATP configuration? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Computer1 will be a member of: ﬁ@%ﬁ ; | v
Group3 only>"
Group4 enly
[Grauseny
o 1__ GfeuDS, Group4, and Group5 only
If you add the tag demo to Cemputéf‘i I v
Computer1 will be a member 9{; Gmup1 an '
x‘;_«.’? Group2 only

Group1 and Group2 only
Group1, Group2, Group3, Group4, and Group5

Correct Answer:

Answer Area

Computer1 will be a member of: ﬁ@%ﬁ ) | v
Group3 only>"
Greepﬂ'ﬂpﬂy_f'_ y
G{mﬁéhly
oup3, Group4, and Group5 only
If you add the tag demo to Cemputé#‘i v
Computer1 will be a member 9{; Group1 only
x‘g_«.’? Group2 only

Group1 and Group?2 only
Group1, Group2, Group3, Group4, and Group5

QUESTION 2

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while

others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
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appear in the review screen.

Your company uses Windows Update for Business.

The research department has several computers that have specialized hardware and software installed.
You need to prevent the video drivers from being updated automatically by using Windows Update.

Solution: From the Settings app, you clear the Give me updates for other Microsoft products when | update Windows
check box.

Does this meet the goal?
A. Yes

B. No

Correct Answer: B

References: https://www.stigviewer.com/stig/microsoft_windows_server_2012_member_server/2013-07-25/finding/WN1
2-CC-000024

QUESTION 3
HOTSPOT

You have computers that run Windows 10 as shown in the following table.

Name Configuration
Computer]l Active Diggetory domain-joined
Computer2 Microseft Azure Active Directory (Azure AD) —joined
Computer3 Hybrid Microsoft Azure Active Directory (Azure AD)-
joined

Computer2 and Computer3 are enrolled in Microsoft Intune.

In a Group Policy object (GPO) linked to the domain, you enable the Computer Configuration/Administrative
Templates/Windows Components/Search/Allow Cortana setting.

In an Intune device configuration profile, you configure the following:

1.

Device/Vendor/MSFT/Policy/Config/ControlPolicyConflict/MDMWinsOverGP to a value of 1
2.

Experience/AllowCortana to a value of 0.

Each of the following statement, select Yes if the statement is true. Otherwise, select No.
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NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Statements Yes No
Computer1 can use Cortana for each. O O
Computer2 can use Cortana for search. O O
Computer3 can use Cortana for search. O O

Correct Answer:
Answer Area

Statements Yes No
Computer1 can use Cortana for each. O O
Computer2 can use Cortana for search. O (1D
Computer3 can use Cortana for search. O _ O

Reference: https://blogs.technet.microsoft.com/cbernier/2018/04/02/windows-10-group-policy-vs-intune-mdm-policy-who-
wins/

QUESTION 4

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while

others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen.
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Your company uses Windows Update for Business.
The research department has several computers that have specialized hardware and software installed.
You need to prevent the video drivers from being updated automatically by using Windows Update.

Solution: From the Device Installation and Restrictions settings in a Group Policy object (GPO), you enable Prevent
installation of devices using drivers that match these device setup classes, and then you enter the device GUID.

Does this meet the goal?
A. Yes

B. No

Correct Answer: B

References: https://www.stigviewer.com/stig/microsoft_windows_server_2012_member_server/2013-07-25/finding/WN1
2-CC-000024

QUESTION 5

HOTSPOT

Your company has 1,000 Windows 10 devices that are enrolled in Windows Analytics.

You need to view the following information:

1.

The number of devices that are vulnerable to Spectre and Meltdown vulnerabilities

2.

The number of devices that have Windows Defender real-time protection turned off

Which Windows Analytics solutions should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

The number of devices that are vulnerable ﬁ

to Spectre and Meltdown vulnerabmﬁaﬁ

7 , 8
o :’-'_'l ..7'
e =
.
| i‘ N,
L Y :" -:"-"

The number of devices thaihave Windows
Defender real-time, prcﬁectmn turned off:

Correct Answer:

Answer Area

The number of devices that are vulnerable ﬁ’_"

to Spectre and Meltdown vulnerabmﬁ&s

; r_-, b &
S e g
F e K 'a
A =
B
L Ir?‘ ':“""

The number of devices thafthave Windows
Defender real-time, prmectmn turned off:

b
w
My Y

\, o

v

Device Health

Update Compliance
Upgrade Readiness

v

Device Health

Update Compliance

Upgrade Readiness

S e
|'\-\-\_"’

v

Device Health

Update Compliance
Upgrade Readiness

v

Device Health

Update Compliance

Upgrade Readiness

Note: Windows Analytics is now known as Desktop Analytics and Windows Defender is now known as Microsoft

Defender Antivirus

QUESTION 6
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You have a Microsoft 365 subscription.

You have 10 computers that run Windows 10 and are enrolled in mobile device management (MDM).
You need to deploy the Microsoft Office 365 ProPlus suite to all the computers.

What should you do?

A. From the Device Management admin center, add an app.

B. From Microsoft Azure Active Directory (Azure AD), add an app registration.

C. From Microsoft Azure Active Directory (Azure AD), add an enterprise application.

D. From the Device Management admin center, create a Windows 10 device profile.

Correct Answer: C

Reference: https://docs.microsoft.com/en-us/windows/client-management/mdm/enterprise-app-
management#application-management-goals

QUESTION 7

Your company has a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com. All users have computers
that run Windows 10. The computers are joined to Azure AD and managed by using Microsoft Intune.

You need to ensure that you can centrally monitor the computers by using Windows Analytics.
What should you create in Intune?

A. a device configuration profile

B. a conditional access policy

C. a device compliance policy

D. an update policy

Correct Answer: A

References: https://www.scconfigmgr.com/2019/03/27/windows-analytics-onboarding-with-intune/

QUESTION 8

Your network contains an Active Directory domain that is synced to Microsoft Azure Active Directory (Azure AD). The
domain contains 500 laptops that run Windows 8.1 Professional. The users of the laptops work from home.

Your company uses Microsoft Intune, the Microsoft Deployment Toolkit (MDT), and Windows Configuration Designer to
manage client computers.

The company purchases 500 licenses for Windows 10 Enterprise.

You verify that the hardware and applications on the laptops are compatible with Windows 10.
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The users will bring their laptop to the office, where the IT department will deploy Windows 10 to the laptops while the
users wait.

You need to recommend a deployment method for the laptops that will retain their installed applications. The solution
must minimize how long it takes to perform the deployment.

What should you include in the recommendation?

A. an in-place upgrade

B. a clean installation by using a Windows Configuration Designer provisioning package
C. Windows AutoPilot

D. a clean installation and the User State Migration Tool (USMT)

Correct Answer: A

References: https://docs.microsoft.com/en-us/windows/deployment/windows-10-deployment-scenarios#in-place-
upgrade

QUESTION 9
HOTSPOT

Your company uses Windows Defender Advanced Threat Protection (Windows Defender ATP). Windows Defender ATP
includes the machine groups shown in the following table.

Rank Name Members

1 Group1 Tag Equals demo And OSEIn Windows 18

2 Group?2 Tag Equals demo

3 Group3 Domain Equals_ adatum.com

= Group4 Domain Equals‘adatum.com And 0S5 In Windows 10
5 Group> Name stafts with COMP

Last ;g?;ﬁﬁfe‘j machines | ¢ ap¥licable

You onboard a computer to Windows Defender ATP as shown in the following exhibit.
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E computer?

Actions ~~/ W

Domain: adatum.ﬂmﬁ"’
05 Wmdnws,l{]i’i{km (Build 17134)

Machme IP é@fesses >

i (r
o

'..-'
L ]

What is the effect of the Windows Defender ATP configuration? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Computer1 will be a member of: ﬂ@ﬁﬁ | v
Group3 only-"
Group4 anly
|Grass anly
| ,_-‘.‘@o'lb& Group4, and Group$5 only
If you add the tag demo to Compg;afr;i};i' { ‘ v
Computer1 will be a member o5, 5o 7 o0y |
A 4 Group2 only

Group1 and Group2 only
Group1, Group2, Group3, Group4, and Group5

Correct Answer:
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Answer Area
Computer1 will be a member of: /__2[55.:‘;:\;\} v
Group3 onl
Group4 only
Grass only
01p3, Group4, and Group5 only
If you add the tag demo to Computéfl, v
Computer1 will be a member of Group1 only
Group2 only

Group1 and Group2 only
Group1, Group2, Group3, Group4, and Group5

QUESTION 10
You have a computer named Computerl that runs Windows 10.
Computerl is used by a user named User1.

You need to ensure that when Userl opens websites from untrusted locations by using Microsoft Edge, Microsoft Edge
runs in an isolated container.

What should you do first?

A. From Windows Features, turn on Windows Defender Application Guard.
B. From Windows Features, turn on Hyper-V Platform.

C. From Windows Security, configure the Virus and threat protection settings.
D. From Windows Security, configure the Device security settings.

Correct Answer: A

Reference: https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-guard/wd-
app-guard-overview

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-guard/install-wd-app-
guard

QUESTION 11

You have an Azure Active Directory (Azure AD) tenant and 100 Windows 10 devices that are Azure AD joined and

MD-101 VCE Dumps | MD-101 Practice Test | MD-101 Braindumps 11/14


https://www.lead4pass.com/md-101.html
https://www.lead4pass.com/md-101.html
https://www.lead4pass.com/md-101.html

VCE & PDF https://lwww.lead4pass.com/md-101.html
2022 Latest lead4pass MD-101 PDF and VCE dumps Download
Lead4Pass.com

managed by using Microsoft Intune. You need to configure Microsoft Defender Firewall and Microsoft Defender Antivirus
on the devices. The solution must minimize administrative effort. Which two actions should you perform? Each correct
answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. To configure Microsoft Defender Antivirus, create a device configuration profile and configure the Endpoint protection
settings.

B. To configure Microsoft Defender Firewall, crate a device configuration profile and configure the Device restrictions
settings.

C. To configure Microsoft Defender Firewall, create a Group Policy Object (GPO) and configure Windows Defender
Firewall with Advanced Security.

D. To configure Microsoft Defender Antivirus, create a Group Policy Object (GPO) and configure Windows Defender
Antivirus settings.

E. To configure Microsoft Defender Antivirus, create a device configuration profile and configure the Device restrictions
settings.

F. To configure Microsoft Defender Firewall, create a device configuration profile and configure the Endpoint protection
settings.

Correct Answer: AF

F: With Intune, you can use device configuration profiles to manage common endpoint protection security features on
devices, including:

1.

Firewall

2.

BitLocker

3.

Allowing and blocking apps

4.

Microsoft Defender and encryption

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-configure
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-security-policy#create-an-endpoint-security-policy

QUESTION 12

You use Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP) to protect computers that run
Windows 10.

You need to assess the differences between the configuration of Microsoft Defender ATP and the Microsoft-
recommended configuration baseline.

Which tool should you use?
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A. Microsoft Defender Security Center

B. Windows Analytics

C. Microsoft Defender ATP Power Bl app
D. Microsoft Secure Score

Correct Answer: D

References: https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/overview-
secure-score

QUESTION 13

You have 200 computers that run Windows 10. The computers are joined to Microsoft Azure Active Directory (Azure
AD) and enrolled in Microsoft Intune.

You redirect Windows known folders to Microsoft OneDrive for Business.
Which folder will be included in the redirection?

A. Saved Games

B. Desktop

C. Music

D. Downloads

Correct Answer: B

References: https://docs.microsoft.com/en-us/onedrive/redirect-known-folders
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